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Intrusion Detection on In-Vehicle CAN Bus Networks using Extreme Learning Machine
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Abstract

This research presents the use of the Extreme Learning
Machine model to detect intrusion on the automotive CAN bus
network by using the entropy of CAN bus data as a feature for
detection. The experiments show that the proposed system can
detect various types of intrusions accurately. The experimental
results are compared with other similar research that uses the
One-Class Support Vector Machine model for detection. It is
found that the model has an error of 3%, while the proposed
model has no error in detecting intrusion. This study shows that
extreme machine learning is a model with high potential for

detecting intrusions in CAN bus.
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