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NOLUA LAWY aIgNaY JUNTuas
airmimnsIunin augdmnssumans uminerdowmaluladuniuns phuthanet@mut.ac.th, jnattapo@mut.ac.th

s ]

UNanga
X w o aa o o -

unAN T RiuNSANYIIEN191 5333V wagnistdesiunislaud
AdeTuanaafiudivngvasy Tnomnizlundeuns WLAN 802.11 91
o ' a A’ o . a o
deswiagneusiofilusis Rogue Access Points Ingdin1sinasins
TauRUUU Man in The Middle wiadiasigvinansenuagradussuu
wennd Sildldteyaiildainnisnaaesniu Sane3sy K-means
e uunanfudvnefdudy vuanuifuaueuugiilunsiiy
ANUUaRAfBdmMIUATEUNY SERUUARR WALBIANT

AdAy: anndusivneUasy, seanam, Rogue Access Points, Man
in the Middle, WLAN, Wi-Fi

Abstract

This article focuses on studying methods for detecting and
preventing attacks originating from rogue access points,
especially in WLAN 802.11 networks, which are vulnerable to
A Man-in-the-Middle attack

simulation is used to systematically analyze the impact.

malicious connection points.
Additionally, data obtained from experiments is processed
through the K-means algorithm to classify malicious access
points. Based on this, the article provides recommendations for
enhancing security at both the individual and organizational
network levels.
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Load 1aaa 500 Record, Joya 3MB Wanum 500 Record, Joya
5MB viaviin 500 Record, Fo3a 7MB viavis 500 Record 7asifiu
Foyarianun 2000 Record Fayanamuntufinlugisnansasiu (8]
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Algorithm 1 Record Data

: FUNCTION run_ping(sizes_mb, counts, target):
/*GET file name from user*/
/*CREATE CSV file and write header*/
INIT empty queue
FOR each size in sizes_mb:

FOR i = 1 to counts[size]:

/*ADD packet_size to queue*/

WHILE queue not empty:

R A A L

/*GET packet_size from queue*/
/*RUN ping with that size to target*/
11: IF reply found:

12: /¥EXTRACT IP, bytes, time, TTL*/
13: /*APPEND result to CSV*/

14: Return 0
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UM sizes mb (No Load, 3MB, 5MB, 7MB) [4], 313U Count 500
afedo Load uaz Target 9z10u Google.com wag Return A1 RTT
gon Tneldkinudaos Aduaud 2.4 GHz (Frequency Band)

No. Size IP Address Bytes Time (ms) TTL
a8 1 Mo Load 184.26.9.179 32 5 57
1 2 Mo Load 184.26.9.179 32 4 57
2 el IMB  1684.26.9.179 3872 13 57
3 a2 IMB  1684.26.9.179 3872 1 57
4 1leel SME  1@4.26.9.179 5126 8 57
5 1eea2 SME  1@4.26.9.179 5126 14 57
6 1581 JMB  184.26.9.179 7168 8 57
7 1582 JME  184.26.9.179 7163 g 57
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Algorithm 2 Rogue AP Detection

For each file d € D:

1:
2:  For each load i € {No Load, 3MB, 5MB, 7MB, All}:
3 RTTi' =x€ RTTi | 01 = 1.5- IOR< x< 03 + 1.5- IOR
a y=KMeans( RTT i) ,ymax=max(y) ,y min=min(y)
’ . Y max
. = ———
5: ’ Y min
6 Ifi=Al:
7 If pi >0, :/*Detection <— "Detected Rogue AP"*/
8 Else: /*Detection <— "No Rogue AP"*/
9 Else:
10: If pi > @, :/*Detection <— "Detected Rogue AP"™*/

11: Else: /*Detection <— "No Rogue AP"*/

Fanos A 14 @i uns2199U Rogue Access Point Tngandanis
Anspviaszeznanlunisivdsiona RTT moldlvansing q 7
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Wurmeadaliug deyadl Sosdrduudreeniduddiumii 4 fu
Q1 usnvestaya Turaued 929381719 Q3 AU Q1 158077 10R B
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