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Abstract 

       This research delineates the design and feasibility of 

a comprehensive, full-cycle counter-unmanned aerial 

vehicle (UAV) or drone multi-stage process system 

leveraging Software-Defined Radio (SDR) platforms. In 

first process, the detection employs a Frequency 

Modulated Continuous Wave (FMCW) radar on ISM as 

carrier frequency for the detection and tracking of aerial 

targets. This subsystem is designed to ascertain the 

distance and velocity of incoming objects. The second 

stage involves the classification of radio frequency (RF) 

signals. A Convolutional Neural Network (CNNs) is 

utilized to analyze the control and data transfer signals 

transmitted between the drone and its operator within the 

Industrial, Scientific, and Medical (ISM) band (2.4 GHz). 

The last stage is neutralization of confirmed threats 

achieved through two electronic countermeasure 

techniques. The first step is the deployment of a jamming 

signal to disrupt the command-and-control link in the ISM 

band (2.4 GHz), effectively isolating the drone from its 

operator. Concurrently, the system will engage in Global 

Positioning System (GPS) spoofing within the L1 band by 

transmitting simulated GPS L1 signal in 1.575-GHz band 

to confuse drone’s position. The system tested with DJI 

Mini 4K drone with radar cross section of 0.01 m2 has 

result as detection range of 20 m with jamming and 

spoofing range of 50 m in limited transmitted power of 20 

dB according to ISM band limitation. 

Keywords: Drone, UAV, Anti-drone, SDR, Radar, 

Jamming, RF-classification 

1. Introduction 
The rapid proliferation and  the technological 

advancement of Unmanned Aerial Vehicles (UAVs), 

commonly known as drones, present a significant and 

evolving challenge to national security across multiple 

domains, including economic, social, political, and 

military sectors. The increasing accessibility and the 

affordability of UAV technology, available in various 

sizes and configurations, have democratized its use, 

extending its reach from state actors to non-state entities 

and individuals. This widespread availability complicates 

monitoring and control, creating a new threat vector that 

is difficult to mitigate comprehensively. Recent conflicts, 

such as those in Ukraine, Gaza, and Myanmar [1]-[3], 

have demonstrated the potent application of UAVs in 

modern warfare and asymmetric engagements, 

highlighting the urgent need for effective anti-drone 

system [4]. 

This paper outlines the design and feasibility of an 

integrated anti-drone system engineered for the 

surveillance, monitoring, and neutralization of 

unauthorized drones within high-security zones. The 

proposed system is intended for deployment by security 

agencies tasked for the protection of critical infrastructure 

and areas of national importance. The system's 

architecture is predicated on a multi-layered approach 

encompassing detection, classification, and interception. 

Initially, the system employs radar technology for the 

detection and localization of small drones. Upon 

identifying an anomalous object within its operational 

radius, after detected turn to a classification phase. This 

utilizes signature analysis to recognize the specific 

characteristics of the drone's control signal, thereby 

determining its type, manufacturer, or operational mode. 

The positional and classification data are then relayed to 

a central control system for threat assessment and 

decision-making. The system will execute a jamming by 

transmitting interference signals on the same frequency 

band as the drone's command and control link to sever 

communication with its operator. Subsequently, the 

system will engage in GPS spoofing, broadcasting 

counterfeit satellite navigation signals to deceive the 

drone's guidance system. This research can detect drone 

of size 0.01 m2 in 20 m and disrupt all wireless 

communication both navigation and control in 50 m.    

2. Principles and related works 

2.1 Anti-drone System 
An anti-drone system is engineered to detect, 

classify, and neutralize unauthorized drone activity within 

a designated area. Its functionality hinges on three 

interdependent requirements. Firstly, drone detection 

involves the acquisition of data, such as RF reflections, 

emitted RF signals, thermal signatures, or acoustic 

emissions, utilizing technologies like radar, thermal and 

visible cameras, or acoustic sensors, each optimized for 

specific environmental conditions. Secondly, drone 

classification and identification are critical to mitigate 

false positives from other aerial objects or environmental 

noise. This process typically employs advanced 

techniques like image processing or RF recognition, often 

integrated with neural networks, to ascertain the drone's 

type, manufacturer, and size, thereby enabling a 

comprehensive risk assessment. Finally, drone 

neutralization, primarily for non-military drones, is 
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achieved through soft-kill methods. This involves the  

disruption the drone wireless communication signals, 

including both control and GPS links, effectively severing 

the operator's control and rendering the drone inert within 

the anti-drone system's operational range. [4]-[7] 

2.2 Drone Detection with FMCW Radar 
FMCW radar (Frequency-Modulated Continuous 

Wave) determines target range and relative velocity by 

analyzing the frequency and phase differences between a 

continuously transmitted, frequency-modulated signal 

and its reflections shown in Fig 1. This method's 

continuous monitoring and low power consumption make 

it well-suited for drone detection, as it provides 

simultaneous, high-resolution measurements of both 

parameters. After transmitting signal reflex with a delay t 

received back to the radar, the two signal mixed by 

multiplying conjugate within the time domain and the 

result is intermediate frequency (𝑓𝐼𝐹)   
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t is the time delay, 𝑑 is the distance from the object to 

the detector, and 𝑐 is the speed of light. and 𝐵 is the 

frequency bandwidth used in the system. v is the speed of 

the object, λ is the wavelength, ΔΦ is the angle difference 

of the received wave, 𝑓𝐼𝐹 is intermediate frequency and 𝑇𝑐 

is the time delay between the transmitted and received 

signal. 

[9]-[13] have successfully demonstrated the efficiency 

of a drone detection system employing Frequency 

Modulated Continuous Wave (FMCW) radar 

implemented via SDR. This approach leverages the 

inherent advantages of SDR technology, including its 

compact form factor, wide operating frequency range, 

cost-effectiveness, and high sample rate, all of which are 

highly conducive to the stringent requirements of anti-

drone applications. The programmability and the 

reconfigurability offered by SDR enables a flexible 

system design and a rapid adaptation to evolving drone 

threats and environmental conditions, representing a 

promising avenue for robust and scalable drone detection 

solutions. 

Fig. 1 The basic FMCW radar principle [8] 

2.3 RF-Classification  
Radio frequency (RF) signal classification for drone 

detection leverages the unique communication patterns 

between drones and their controllers. This is often 

achieved by employing SDRs due to their wide frequency 

band operation, cost-effectiveness, and high sample rates 

suitable for anti-drone. Upon signal reception via SDR, 

the raw RF data is transformed into spectrograms, visual 

representations of the signal's frequency content over 

time. These spectrogram images are then analyzed and 

categorized using CNNs, a deep learning architecture 

adept at image recognition. [14]-[17]  has demonstrated 

high accuracy, with some research reporting up to 98% 

classification accuracy. This indicates that CNNs-based 

spectrogram analysis is reliable drone signal 

identification in noisy environments. 

 

2.4 Jamming and GPS Spoofing 
RF jamming systems are designed to disrupt drone 

operations by emitting interference signals across the 

specific frequency bands used for drone control and 

communication. Commercial drones predominantly 

utilize bands at 2.4 GHz and 5.6 GHz, although a broader 

range of 400 MHz to 6 GHz can be employed. There is 

indicated RF noise with a 10-MHz bandwidth that can 

effectively interfere with Wi-Fi channels and control 

communications. 

In parallel, GPS spoofing offers another 

neutralization method. The public L1 channel (1.575 

GHz) of GPS is susceptible to artificial signal injections. 

By transmitting a carefully crafted, more powerful 

artificial GPS L1 signal, a drone's onboard GPS receiver 

can be forced to compute an erroneous position, 

overriding the weak legitimate satellite signals. This 

manipulation effectively redirects or disorients the drone. 

Studies, often utilizing commercial Software-Defined 

Radios (SDRs), [18]-[25] have successfully demonstrated 

both RF jamming in the (2.4-2.5)-GHz ISM band with 

varying bandwidths to cover drone communication 

channels, and GPS jamming and spoofing at the L1 band. 

The effectiveness of these techniques can be 

quantitatively assessed through Free Space Path Loss 

(FSPL) and Received Power calculations. 
 

𝐿 = 20 log10(𝑑) + 20 log10(𝑓) + 20 log10 (
4𝜋

𝑐
) − 𝐺𝑡 − 𝐺𝑟 (4) 

 

  𝑃𝑟 = 𝑅𝑡 + 𝐺𝑡 + 𝐺𝑟 − 𝐿 − 𝐿𝑡 − 𝐿𝑟 (5) 
 

where d is the distance in m, f is the frequency used, c 

is the speed of light, 𝐺𝑡 is the gain of the transmitting 

antenna, and 𝐺𝑟  is the gain of the receiving antenna. 𝑃𝑟  is 

the receiving power, 𝑃𝑡 is the transmitting power, G is the 

antenna gain, L is the loss in the medium, and 𝐿𝑡  , 𝐿𝑟  are 

the losses in the transmitting and receiving circuits, 

respectively. 
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3. Implementation 

3.1 Proposed SDR based anti-drone system 
The proposed anti-drone system, centered on SDR 

technology, integrates three essential functions. Firstly, 

drone detection is achieved using an SDR, specifically the 

USRP B200, which serves as a versatile signal generator, 

transmitter, and receiver. Secondly, the drone 

identification is performed by processing spectrogram 

images of drone control signals through CNNs developed 

with the TensorFlow. This enables robust classification of 

drone types. Finally, the drone neutralization is 

accomplished through a combination of RF jamming 

within the ISM band to disrupt control signals and GPS L1 

spoofing, as visually represented in Fig. 2. 
    

 
Fig. 2 Proposed anti-drone system concept [26] 

3.2 Detection sub-system SDR base radar 
[26] Simulations initially predicted a detection range 

of approximately 70 m for a radar cross-section (RCS) of 

0.1 m2 at a transmit power of 0.1 W. However, for field 

testing, we tested with a DJI Mini 4K drone, which has a 

smaller RCS of 0.01 m2. Consequently, a revised 

simulation was necessary to reflect this smaller RCS while 

maintaining other parameters. This updated MATLAB 

simulation indicated a detection range of approximately 25 

m. The simulation also incorporated an antenna gain of 

10 dB, a triangular linear chirp signal with 1024 chirps per 

sweep, and a bandwidth of 14 MHz (ranging from 

−7 MHz to 7 MHz). The system demonstrated a velocity 

resolution of 0.5 m/s, as illustrated in Fig. 3 has simulated 

detection range of 26 m and gr-plasma implements and 

generated linear frequency-modulated waveform (LFM) 

to plot range-doppler map for visualize a detection [28]. 
 

 
Fig. 3 MATLAB simulated radar with RCS of 0.01 m2 

3.3 SDR Base RF-Classification 
This research employs the CNNs model, implemented 

in Python 3.12 with TensorFlow 2.19, for the classification 

of drone control radio frequency (RF) signals. CNNs is 

designed to recognize distinct patterns in power-based 

spectrograms, which exhibit clear variations across 

different drone models. The training dataset for the CNN 

dataset [28],[29] has a sampling rate of 100 MSps and a 

center frequency of 2.44 GHz shown in Fig. 4 and dataset 

for DJI Mini 4k captured by SDR shown in Fig. 5. This 

comprises control signals from various drone models, as 

well as environmental noise signals within the same 

frequency band. The objective is to enable the model to 

accurately differentiate between various types of received 

RF signals. Through the iterative fine-tuning of program 

parameters, the aim is to achieve a classification accuracy 

of at least 80%. The CNNs model is structured as a 1024 

x 1221 matrix, representing 1024 frequency bins across 

1221 time samples and layers shown in Table 1 . 

 

 
Fig. 4 Example of KU RDR dataset [29] 

 
Fig. 5 Spectrogram of DJI Mini 4k RF signal 

 

Table 1. CNNs model  description 
 Layer Details 

0 Input  spectrogram size 1024 x 1221 

1 Conv2D1 32 filters 3 x 3, activation Relu  

Maxpool2D1 Pool size 2 x 2 

2 Conv2D2 64 filters 3 x 3, activation Relu  

Maxpool2D2 Pool size 2 x 2 

3 Conv2D3 128 filters 3 x 3, activation Relu  

Maxpool2D3 Pool size 2 x 2 

Fc Fully 

connected 

Dense 128, dropout 0.4 

Dense 64, dropout 0.4 

SoftMax Number of classes = 0 - 6 
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3.4 SDR Base Jamming and GPS Spoofing 
The control signal jamming system generates random 

amplitude and phase interference, mimicking Rayleigh 

noise to simulate rapid communication disruption. It 

combines Gaussian noise with random communication 

signals in Fig. 6 (16-28 MHz bandwidth) and transmits 

them via SDR using GNU Radio. The output features 

random signal intensity and frequency, with the combined 

signal ready for antenna transmission. For a reliable 

connection, a drone's RF signal-to-noise ratio (SNR) must 

exceed 0 dB. An SNR below -5 dB indicates a weak signal, 

resulting in an automatic loss of the connection. The 

dynamic range for a stable link is between 0 dB and -5 dB. 

In Fig. 7 show MATLAB simulated of range and SNR 

with both control and jamming transmitting power of 20 

dB in 150 m range.  

Satellite positioning signal simulation is performed by 

generating simulated signals from a The daily GPS 

broadcast ephemeris file (BRDC) file with    GPS-SDR-

SIM, which transmits satellite numbers, transmission 

angles, transmission duration, and power strength to 

closely resemble signals received from real positioning 

satellites. The transmitted signal compose of details, 

including the angular position of each satellite in the area. 

In Fig. 8 show received GPS simulated signal on GPS 

tester. 

 
Fig. 6 Simulated signal with gaussian noise use in jamming 

 
Fig. 7 SNR of received signal and jamming signal in 150 m 

 
Fig. 8 Received GPS simulated signal with random location  

3.5 Field test setup 
Field tests were conducted on a two-lane road at least 

200 m long to define the operational area and range for the 

prototype, which is expected to have a detection range of 

at least 20 m and a control jamming signal range of 50 m. 

The test setup included a main processor (MSI Katana 

GF76 11UG), an SDR (USRP B200), a radio frequency 

amplifier (ZX60-V62+, ZX60-33LNR-S), a band pass 

filter (TAOGLAS BPF.24.01), and antennas (MD24-12 

(2.4 GHz) , ANT-20087EB56  (1.575 GHz) ), as shown in 

Fig. 9. The transmitting and receiving antennas were 

positioned 70 cm above the ground and spaced 1 m apart 

to help reduce signal reflection from the transmitting 

antenna. 

 

 
Fig. 9 Field test setup 

4. Field test results 

4.1 Radar sub-system 
The UAV was positioned 50 m away from the 

prototype, flying at an altitude of 2 m from the ground. It 

then flew in and out within an area ranging from 1 to 50 m 

at speeds between 0 and 7.5 m/s. The detection map sets a 

range of 200 m and speeds from -15 (moving away) to 15 

(approaching) m/s. The results were recorded based on the 

detection range of the drone in increments of 5 m, as 

shown in Fig 10. The red circles indicate the detectable 

range and signal intensity: 1 m (-25 dB), 5 m (-30 dB), 10 

m (-40 dB), 15 m (-45 dB), and 20 m (-50 dB). 

 

 

 
Fig. 10 Drone detected (a) at 5 m, (b) at 15 m 
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4.2 RF-Classification sub-system 
The data was categorized into seven types, labeled 0 

through 6, with each category containing 200 samples. 

These categories are: 0 (DJI Matrice 300), 1 (Frysky), 2 

(DJI Mini 4K), 3 (DJI Inspire 2), 4 (DJI Mavic), 5 (DJI 

Mini 2), and 6 (Background signal), as illustrated by the 

training examples in Fig. 4. The dataset fed into the model 

was divided into three parts: 70% for training, 10% for 

validation, and 20% for testing. The model then classified 

the data into these seven categories, providing a 

probability percentage from 0 to 1 for each type, as shown 

in Fig 11. A probability exceeding 80% for a given 

category was used as the criterion for subsequent decision-

making. 

 
Fig. 11 RF-Classification testing with data samples 

4.3 Jamming sub-system 
After transmitting 2.45-GHz interference, the UAV 

operator, positioned at least 150 m away, flew the drone 

incrementally closer to the prototype, assessing control at 

5-m intervals. The RC screen showed green signal from 

75-200 m. Between 75-55 m, it turned yellow with a 

"Drone has interference" message (Fig. 12(a)) , causing 

delayed control. Below 55 m, the UAV completely lost 

control, the screen turned red with "Drone loses connected 

to remote" (Fig. 12(b)). This indicates the system's 

effective jamming range is at least 50 m. 

 
Fig. 12 Drone status (a) has interference, (b) loses connected to remote 

4.4 GPS Spoofing sub-system 
The GPS Spoofing system was tested with a drone 

flying in a circular path, starting 100 m from the prototype 

and incrementally moving 5 m closer and simulating GPS 

signal shown in Fig 13 (a) and received by GPS receiver 

in Fig 13 (b). Normally, the control screen would show 

reception from 16-20 satellites (top-right corner). 

However, as the drone approached 20-50 m, the number of 

satellites dropped to 6-8, and the UAV's position on the 

screen became static. After at least 3 seconds, the drone's 

position appeared as a large green circle, indicating an 

inability to accurately determine its location (Fig 14). 

When the UAV was less than 15 m from the prototype, the 

control screen showed no satellite signal reception at all 

(Fig 15). 

 
Fig. 13 GPS signal details of (a) Simulated GPS signal,  

(b) GPS spoofing in GPS receiver 
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Fig. 14 Drone confusing on GPS signal 

 
Fig. 15 . Drone lost GPS signal 

4.5 Anti-drone system specification 
When integrating all four sub-systems into a single 

prototype, the operational range of the overall system is 

limited by the sub-system with the shortest range. This 

constraint is specifically due to the radio detection system, 

which has an operational range of 20 m. Details regarding 

the operational ranges of each sub-system are provided in 

Table 2. 

 

Table 2. Proposed anti-drone system specification 
Functionality Sub-system Range (m) 

Detection 
Radar RCS (0.01 / 0.05 /                

                      1.0 / >1.0) 

20 / 30 /  

90 / 200 

Classification RF classification 100 

Neutralization 
RF Jamming 50 

GPS spoofing 50 

Anti-drone prototype 20 

 

5. Conclusions 
This research successfully presents the design, 

implementation, and testing of a prototype anti-drone 

system, leveraging a SDR USRP B200 as the primary 

transceiver across all subsystems. Developed using GNU 

Radio and Python. Field test results demonstrated the 

radar's ability to detect drones with a 0.01 RCS at 20 m, 

the classification system achieving 80% accuracy at a 100 
m signal range, and both jamming and spoofing 

functionalities effectively disrupting drones 

communication  and navigation at a minimum range of 50 

m. Consequently, the prototype successfully demonstrated 

the operational capability of all four subsystems within a 

20-m radius limited by detection sub-system, fulfilling the 

research objectives and establishing a foundation for 

future performance enhancements. 

 

 

6. Future work 
In the future, we will work on adding more drone RF 

data and including RF frequency range more than ISM 

band to increase prototype capacity to work with RC 

control drone (FPV drone) with realistic testing 

environment. We are going to test with multiple drone 

models, sizes and manufactures to verify the results then 

use the results to optimize and modify the system for better 

performance in the future requirements. 
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